OLYMPUS

Microsoft® Update and PHP Update Monthly Notification

Summary: This notification contains information about Microsoft security updates released this month and approved
for implementation on the Image Stream Medical EasySuite®, LiveStream®, nCare®nStream®, and VaultStream®
platforms. The only updates listed are those considered to be of a security or critical nature. Only the updates listed
below have been validated with the EasySuite an EasySuite 4K, nCare GX/MX/RX, nStream G3, EasyLink Router,
Thin Client, LiveStream StatusBoard Engine, MedPresence Stand-Alone, All-In-One Client, and VaultStream systems.

Also included is information on the latest PHP updates that are approved for the v8.x and up VaultStream systems.

Products: EasySuites, nStreams, nCares, and Thin Clients connected to a network and VaultStream, as well as the
LiveStream StatusBoard Engine.

Date: August 14, 2019

Critical Security Bulletins (Obtained from Microsoft):

NOTE: Image Stream Medical does not approve MS updates KB975560, KB975562, KB2631813 or KB2780091
and strongly suggests they be excluded from automatic update scenarios. Failure to exclude these updates will result
in equipment performance issues.

Approved Updates:
August 2019 Updates
KB Number Platform Title

nStream v5.4 Updates

KB890830 nStream Windows Malicious Software Removal Tool - August 2019

KB4474419 | nStream 2019-08 Security Update for Windows 7 for x86-based Systems
KB4512506 | nStream 2019-08 Security Monthly Quality Rollup for Windows 7 for x86-based

Systems

VaultStream v5.3, 8.0.x, v9.0.x Updates — Windows® Server 2008

KB4512506 | VaultStream 2008 2019-08 Security Monthly Quality Rollup for Windows Server 2008 R2
for x64-based Systems

KB915597 VaultStream 2008 Security Intelligence Update for Windows Defender Antivirus - (Version
1.299.2006.0)

KB890830 | VaultStream 2008 Windows Malicious Software Removal Tool x64 - August 2019

KB4474419 | VaultStream 2008 2019-08 Security Update for Windows Server 2008 R2 for x64-based
Systems

KB4503548 | VaultStream 2008 Microsoft .NET Framework 4.8 for Windows Server 2008 R2 for x64

VaultStream v10.x Updates — Windows® Server 2012

KB3162835 | VaultStream 2012 Update for Windows Server 2012 R2

KB3118401 | VaultStream 2012 Update for Windows Server 2012 R2

KB3012997 | VaultStream 2012 Italian Language Pack - Windows Server 2012 R2 - [it-IT_LP]

KB2978122 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3146723 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB3037576 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3027209 | VaultStream 2012 Update for Windows Server 2012 R2

KB3081320 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB3012235 | VaultStream 2012 Update for Windows Server 2012 R2

KB2989930 | VaultStream 2012 Update for Windows Server 2012 R2

KB3127222 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and

Windows Server 2012 R2 for x64
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KB3074545 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3121261 | VaultStream 2012 Update for Windows Server 2012 R2

KB2966828 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3044374 | VaultStream 2012 Update for Windows Server 2012 R2

KB3054256 | VaultStream 2012 Update for Windows Server 2012 R2

KB3126593 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB2973114 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3000483 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB2894852 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3013410 | VaultStream 2012 Update for Windows Server 2012 R2

KB3122651 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64

KB4507448 | VaultStream 2012 2019-07 Security Monthly Quality Rollup for Windows Server 2012 R2
for x64-based Systems

KB3134179 | VaultStream 2012 Update for Windows Server 2012 R2

KB3185319 | VaultStream 2012 Cumulative Security Update for Internet Explorer 11 for Windows Server
2012 R2

KB2966826 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3077715 | VaultStream 2012 Update for Windows Server 2012 R2

KB3147071 | VaultStream 2012 Update for Windows Server 2012 R2

KB2967917 | VaultStream 2012 Update for Windows Server 2012 R2

KB3149157 | VaultStream 2012 Update for Windows Server 2012 R2

KB3045999 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB3132080 | VaultStream 2012 Update for Windows Server 2012 R2

KB4033428 | VaultStream 2012 Update for Windows Server 2012 R2

KB3012702 | VaultStream 2012 Update for Windows Server 2012 R2

KB2919355 | VaultStream 2012 Windows Server 2012 R2 Update

KB2972103 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3097992 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3179574 | VaultStream 2012 Update for Windows Server 2012 R2

KB3046737 | VaultStream 2012 Update for Windows Server 2012 R2

KB3023219 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3115224 | VaultStream 2012 Update for Windows Server 2012 R2

KB3088195 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB4054534 | VaultStream 2012 Microsoft .NET Framework 4.7.2 Language Packs for Windows Server
2012 R2 for x64

KB3042058 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB3123245 | VaultStream 2012 Update for Windows Server 2012 R2

KB3175024 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB3071756 | VaultStream 2012 Security Update for Windows Server 2012 R2

KB2972213 | VaultStream 2012 Security Update for Microsoft .NET Framework 3.5 on Windows 8.1 and
Windows Server 2012 R2 for x64-based Systems

KB3172614 | VaultStream 2012 Update for Windows Server 2012 R2

KB3013816 | VaultStream 2012 Update for Windows Server 2012 R2
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KB3013769 | VaultStream 2012 Update for Windows Server 2012 R2

KB4507463 | VaultStream 2012 2019-07 Preview of Monthly Quality Rollup for Windows Server 2012 R2
for x64-based Systems

KB4486105 | VaultStream 2012 Microsoft .NET Framework 4.8 for Windows Server 2012 R2 for x64

KB4512488 | VaultStream 2012 2019-08 Security Monthly Quality Rollup for Windows Server 2012 R2
for x64-based Systems

KB890830 | VaultStream 2012 Windows Malicious Software Removal Tool x64 - August 2019

KB4507422 | VaultStream 2012 2019-07 Security and Quality Rollup for .NET Framework 3.5, 4.5.2, 4.6,
46.1,4.6.2,4.7,4.71,4.7.2, 4.8 for Windows 8.1 and Server 2012 R2
for x64

KB4087514 | VaultStream 2012 Microsoft .NET Framework 4.8 Language Packs for Windows 8.1 and

Server 2012 R2 for x64

VaultStream v10.x Updates — Windows® Server 2016

KB4507459 | VaultStream 2016 2019-07 Cumulative Update for Windows Server 2016 for x64-based
Systems

KB4507460 | VaultStream 2016 2019-07 Cumulative Update for Windows Server 2016 for x64-based
Systems

KB4509091 | VaultStream 2016 2019-07 Servicing Stack Update for Windows Server 2016 for x64-
based Systems

KB4512517 | VaultStream 2016 2019-08 Cumulative Update for Windows Server 2016 for x64-based
Systems

KB3193497 | VaultStream 2016 Polish Language Pack - Windows Server 2016 for AMDG64-based
Systems - [pl-PL_LP]

KB890830 | VaultStream 2016 Windows Malicious Software Removal Tool x64 - August 2019

KB890830 | VaultStream 2016 Windows Malicious Software Removal Tool x64 - July 2019

EasyLink Router v8.0 Updates

None

nCare RX v8.0 and v8.1, nCare MX/ nStream GX v8.0, v9.0, and Status Board Engine, 8.0 and v8.1 Updates

KB4512506 | nCare-SBE 2019-08 Security Monthly Quality Rollup for Windows Embedded
Standard 7 for x64-based Systems

KB4512486 | nCare-SBE 2019-08 Security Only Quality Update for Windows Embedded Standard
7 for x64-based Systems

KB4474419 | nCare-SBE 2019-08 Security Update for Windows Embedded Standard 7 for x64-

based Systems

HP Thin Client v8.0 and EasyLink Router v8.1 Updates

v8.1

KB4512506 | Thin Client v8.0-ELR | 2019-08 Security Monthly Quality Rollup for Windows Embedded
v8.1 Standard 7 for x86-based Systems

KB4512486 | Thin Client v8.0-ELR | 2019-08 Security Only Quality Update for Windows Embedded Standard
v8.1 7 for x86-based Systems

KB4474419 | Thin Client v8.0-ELR | 2019-08 Security Update for Windows Embedded Standard 7 for x86-

based Systems

nCare MX v10.2.1

KB4512517 | nCare MX 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
based Systems
KB4512495 | nCare MX 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-

based Systems

MedPresence Stand-Alone v9.0.x and All-In-One Client (works with v9.0.x and 10.x)

None

EasySuite 4K v10.1.2 | EasySuite 4K Controller (a.k.a. BlizCon)

KB4512495 | EasySuite 4K 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
Controller based Systems
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KB4512517

EasySuite 4K
Controller

2019-08 Cumulative Update for Windows
based Systems

10 Version 1607 for x64-

EasySuite 4K v10.1.2 | EasySuite 4K Video Manager (a.k.a. nCare RX2)

KB4512517 | EasySuite 4K Video 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
Manager based Systems

KB4512495 | EasySuite 4K Video 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
Manager based Systems

EasySuite 4K v10.0.x — LiveStream StatusBoard 2

KB4512517 | LSSB2 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
based Systems

KB4512495 | LSSB2 2019-08 Cumulative Update for Windows 10 Version 1607 for x64-
based Systems

PHP Updates

5.6.40 and 7.1.31

For further questions concerning this notice, please call Technical Support at (866) 376-6800
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